The Architecture Analysis and Design Language (AADL) is gaining widespread acceptance in aerospace, automobile and avionics industries for designing dependability-critical systems. The design process of dependable systems must address both cost and dependability (safety, reliability, availability, maintainability) concerns. This requires translating concepts of the design domain to the dependability analysis domain. We automate such a translation between AADL and the dependability analysis tool HiP-HOPS by using model transformation techniques. A generic primary-standby example system is used to show the mechanics of the transformation and the potential for highlighting problems and assisting design work using this technology.
Introduction
Dependable systems are those systems that have high dependability requirements. For example, safety critical systems such as transport and medical engineering systems, need to be dependable because their failure or malfunction may harm people or the environment. During the last two decades, a considerable body of work has been developed to ensure that dependability concerns are satisfied. A large body of this work, classed broadly as safety analysis (Vesely et al., 2002; Joshi et al., 2006) , is concerned with understanding the relationship between system failures and their causes and then reducing the probability of failures by preventing those causes or modifying the system design to make them less likely.
The emerging paradigm of model-based development promises a more formal system development process which is consistent, automated, and most important, tightly integrated with the safety engineering processes. However, integrating safety analysis into model-based design requires the translation of concepts from the design domain to the safety analysis domain. Biehl et al. (2010) has translated automotive architecture description language (EAST-ADL2) concepts to the safety analysis tool HiP-HOPS (Adachi et al., 2011) using model transformation techniques. Recently, the Architecture Analysis and Design Language (AADL) (SAE-AS5506, 2006; Feiler et al., 2006) has emerged as a potential future standard for model-based development. A number of approaches have been proposed to enable dependability analysis based on AADL models. produced a static fault tree generator prototype based on AADL models. This work has been extended by Dehlinger and Dugan (2008) , so that dynamic fault trees are generated automatically from AADL models. In Rugina et al. (2008) , an AADL dependability model is transformed into a Generialised Stochastic Petri Net.
In this paper we outline a new model transformation framework (AADL2HiP-HOPS) for the automatic generation of HiP-HOPS-oriented dependability analytical models from high level AADL architecture models. The benefit of this approach compared to earlier work is that it opens a path that will enable the AADL language to take advantage of some of the unique capabilities of HiP-HOPS which include the synthesis of multiple failure mode FMEAs, temporal fault tree analysis and evolutionary architecture optimisation with respect to dependability and cost.
In the proposed approach, AADL is used as the notation for capturing the system architecture model and the AADL Error Model annex is used to capture the component faults and failure modes. The system architecture model annotated with the AADL error model of components is called an AADL dependability model. AADL2HiP-HOPS is the tool that transforms this AADL dependability model to a HiP-HOPS representation which is then used for synthesis of fault trees, FMEAs and other analyses to automatically generate the fault tree and FMEA table of system for further dependability analysis.
Introduction to AADL and HiP-HOPS

AADL Overview
The Architecture Analysis and Design Language (AADL) is an SAE standard for the specification and analysis of the software and hardware architecture of real-time performancecritical systems. Performance-critical systems are systems whose operation strongly depends on meeting non-functional system requirements such as reliability, availability, timing, safety and security. AADL uses a component-based paradigm and provides a number of modelling concepts, in a number of dimensions, that can be used for both analysis and design of embedded systems. The language is used to describe the structure of systems as an assembly of software components mapped onto an execution platform. It describes how components are combined into sub-systems and how they interact. The language supports early and repeated analysis of system architectures with respect to performance-critical properties through an extendable notation, a tool framework and precisely defined semantics (Feiler et al., 2006) . The language can also describe adaptable systems through the use of operational modes and mode transitions.
AADL is designed to be flexible and can be extended to accommodate analyses of the runtime architectures that the core language does not completely support. This is done through its extensible standard language that permits textual and graphical system representation and the addition of analysis-specific properties as well as approved sublanguage extensions. By using the extension capabilities of the language, additional models and properties can be included. In particular, an AADL Error Model Annex can be used to define error models and properties of components facilitating a Markov or fault tree analysis of the system dependability.
AADL Error Model Annex Overview
The AADL Error Annex (SAE-AS5506/1, 2006) defines a sub-language of AADL that supports specification of dependability-related information such as fault and repair assumptions, error propagations, fault tolerance policies, and stochastic parameters specifying the occurrence of fault events and propagations. The error models describe the behaviour of the components to which they are associated in presence of local (internal) failure and repair events, as well as in presence of output failure propagations from the FRPSRQHQW ¶VLQSXWGHYLDWLRQVThe resulting annotated model can then be used as an input to a dependability analysis. In this way, the error models enable the qualitative and quantitative assessments of system properties such as safety, reliability, availability, and maintainability.
In the AADL Error Annex, error propagation rules are predefined to specify the potential error propagation paths between various types of components and connections. For example, a processor can propagate an error to the process hosted on that processor. These error propagations can only occur in the direction along the dataflow in the architecture and cannot occur where the components are not connected to each other either through direct connections (port or access) or through explicit bindings.
Readers are referred to Feiler et al., (2006) , Feiler and Rugina, (2007) , Rugina et al., (2007) , , Joshi and Heimdahl (2007) and Dehlinger and Dugan, (2008) for more detail of how AADL error models are used to specify and model the structural, behavioural and failure characteristics of a dependability-critical system.
HiP-HOPS Overview
HiP-HOPS is a state-of-the-art system dependability (i.e. safety, reliability and availability) analysis technique. It offers a significant degree of automation and reuse, countering problems arising from the increasing complexity of systems. HiP-HOPS uses the topology of a system together with reusable local failure specifications at component level to automatically produce a network of interconnected fault trees and an FMEA (Failure Modes and Effects Analysis) for the system. The technique is supported by an automated tool.
HiP-HOPS defines a language for the description of failure behaviour at component level. In the basic version of this language, the failure behaviour of a component can be specified as a list of internal failure modes of the component (internal malfunctions) and a list of deviations of parameters as they can be observed at component outputs (output deviations). Each internal malfunction is optionally accompanied by quantitative data, for example a failure and a repair rate if these are known. Output deviations carry Boolean expressions which describe their causes as a logical combination of internal malfunctions of the component and similar deviations of parameters at component inputs (input deviations).
HiP-HOPS has recently been extended with multi-objective optimisation capabilities (Adachi et al., 2011) . These allow the tool to search the design space, defined by the variability of a design model, for potential design solutions that are optimal, or near optimal, in terms of dependability and cost. In this approach, a variable design model for a system is one in which components and subsystems have alternative user defined implementations which can include standard fault tolerant configuration schemes.
Transformation of AADL dependability models to HiP-HOPS models
Model to Model transformation
Integrating dependability analysis into the design process requires the translation of concepts from the design domain to the dependability analysis domain. More specifically, the goal of the model transformation is to generate from the AADL model, a HiP-HOPS model that captures the relevant component structure, topology and local failure information required for the HiP-HOPS analysis.
The transformation design described in this paper combines the general dependability evaluation methods introduced in Rugina at el. (2007) and Rugina (2007) with the transformation design introduced in Biehl et al. (2010) . The key reason that we use the concepts in Biehl et al. (2010) is because their work is related to ours. However the transformation is from a different model (AADL) and the scope is broader aiming to encompass not only the dependability analysis but also the optimisation and temporal analysis (Mahmud et al., 2010) capabilities of HiP-HOPS. Fig. 1 shows the two main steps of our transformation. dependency is very close to the affected functions but also because the model and associated failure logic are very simple. However, in reality, hazardous dependencies are not always as simple to detect especially those originating from remote energy and data sources which are deeply hidden in the hierarchy of complex designs. The detection of such dependencies is, indeed, a hard task which justifies, we believe, the provision of useful automated support to AADL system designers and safety analysts.
Model transformation from AADL to HiP-HOPS
At the top level, the algorithm for model transformation iterates through the basic components of the AADL model. For each component, a HiP-HOPS failure expression is generated from the state machine error description. Finally, the component connection information is obtained by transforming AADL connection objects to HiP-HOPS line objects. Note that the implementation of the AADL2HiP-HOPS plugin including model to model (M2M) transformation and the model to text transformation is being extended to enable access to more advanced capabilities of HiP-HOPS.
Summary and future work
This paper has described a method and tool support for using HiP-HOPS to perform dependability analysis on systems modelled in AADL. Model transformation techniques have been used to construct a HiP-HOPS model. A simple example was used to show the mechanics of transformation and the potential for highlighting problems and assisting design work using this technology. Currently this work supports fault tree and FMEA analysis of AADL models. Future work will focus on providing access to temporal safety analysis, and multi-objective system optimisation in the context of AADL design.
